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1 Introduction

MyST is a password protected online management area which allows all SecureTrading
merchants to monitor their transactions and perform other management on their account(s).

Itis located at: https://myst.securetrading.net/

When you open a SecureTrading account you will beissued with a MyST login comprising a
username (a valid email address) and password. You will also be advised of your
sitereference. A sitereference is a unique code which identifies your accountin our system.

Help is available throughout the MyST system wherever you see this icon - ﬂ, hover your
mouse over the icon to display a tooltip in a pop-up box. Alternatively, click on theicon to
open the help page (in a separate window) which contains all of the available help
information.

If you experience any problems using MyST please contact our Support team — contact
details can be found in Section 13 Further Information and Support.

Many features of MyST require that your web browser has JavaScript
enabled inorder to work correctly. If you currently have JavaScriptdisabled

ﬁ you will receive a warning message when you first load up the page. To
gain the full benefit of all of MyST’s features you should enable it before
continuing.
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Before you can use MyST you must first securely login to your area.
21 Tologin

The first page you will see when you access MyST is the login screen as shown below.

securetradin%‘

Sign In to MyST

Username:

Password:

Login

By logging into this site vou agree to the following terms:
This site may only be accessed by authorised personnel.

This site may set cookie(s) for the purpose of tracking vour login
and to provide access credentials. For more information please
see our Privacy Policy.

Problems accessing MyST? Qur support team are here to help.
Email: support@securetrading.com or

Phone: +44 (0) 1248 672050

Ref: M18-2301438356

Enter your username and password (as supplied by SecureTrading) in the boxes provided and
click on the Login button. If both items have been entered correctly then you will be taken to
your MyST home page (please see Section 3 MyST Home page).

If the Username and Password don’t match then you will receive an “Invalid
username/password” error message and you can try logging in again.

ﬁ Please note passwords are case sensitive.

If you continue to experience problems and are unable to login to MyST please contact our
Support team — contact details can be found in Section 13 Further Information and Support.
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3 MySTHome page

Once you have successfully logged in the first screen you will seeis your Home page.

Logged in as: multisites@securetrading.com | Role: Site Admin

securetradin%'

n(eg. 1-2-3) l Transaction Search

Home & User details Logout

Quick Link
> Home
Welcome to MyST, a secure interface providing online real-time access to your payment history.
> Contact us
" Documentation 3-D Secure Liability Shift Table
> Pay ST Invoice
My Transactions @ Looking for our MyST Click here to view the 3-D Secure Liability
documentation? shift table on the main SecureTrading
v E=Ed *| Find it here. website.
> Reporting
> Virtual Terminal Useful Links Contact Us
My Account .
* SecureTrading FAQs You can find all of our contact details here.
> User details s Shopping Cart Modules

 MyST Support

> Change password
e System Announcements

> Add new username
My Sites
> Site details

> Notifications

> File manager

From here you can access all the other areas of the system by selecting the required link
from the menu.

The page header, footer and menu bar will remain the same as you navigate through the
MyST system.

3.1 Quick Search

After logging in to My-ST, you can perform a search for a transaction by inputting the
Transaction Reference in the Quick Search box.

¥
securetrading’

You must have the complete transaction reference (inputted in the correct format) and also
ensure you have access to view the transaction.

Once you have pressed search you will be displayed thetransaction onthe singletransaction
view page (8.1.3 Single Transaction View).
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Each user in MyST has a role which defines which privileges have been granted to them.
Your role is displayed in the top right corner of the screen next to your username.
Depending on your role you may not be able to access certain screens or perform certain
actions. The following roles are available:

Site User

=  Change password

=  Re-authorise transactions

=  Refund transactions

=  Risk Decision transactions

= Update transactions

= View transactions

= View reports on transactions

=  Process transactions via the Virtual Terminal
=  View user details under your control
= View site configuration options

= Search for your users/sites

Transaction Admin

=  Change password

=  Re-authorise transactions

=  Refund transactions

=  Risk Decision transactions

=  Update transactions

= View transactions

= View reports on transactions

=  Process transactions via the Virtual Terminal

View Only Transactions

= View transactions
= View reports on transactions
=  Change password

Virtual Terminal User

=  Process transactions via the Virtual Terminal

Developerl

= Upload/download custom files
=  Change password

=  View notification configurations
=  Edit notification configurations

Developer2

=  Upload/download custom files
=  Change password

=  View notification configurations
=  Edit notification configurations
= View transactions

= View reports on transactions

File Manager

= Upload/download custom files
=  Change password
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5 Add a new username

The Add new username option allows you to create a new user, specify which users (if any)
they can manage and which sitereferences they have access to.

You can only add a new user if your roleis siteadmin. See Section 4 - Roles
for more information.

5.1 Adding anew user

To add a new user, select the Add new username link either in the left hand menu or from
the My Account section in the footer.

When adding a new user the minimum you must complete is the top User Details section.
You can then allocate sub-users and/or sitereferences to the user. Alternatively you can
complete this step after the user has been created by selecting the user’s edit option from
the main User Details screen (please see section 6.2.2 Edit a user).

5.1.1 User Details

The top User Details section must be completed when adding a new user.

New Username

ADD NEW USERNAME

Username n Password policy
Password jHMd3qLJ a8 Passwords must have the following features:
o A length between 8-50 characters.
Role Site User -8 } o :
- o Contain a minimum of three of the following:
Valid ip/network(s) a » UPPERCASE letters: A-Z
Role if invalid IP Prevent Login ~ B » lowercase letters: a-z

= numbers: 0-9

n symbols: ~" 1@#5% &) _-+={[}]:;""<,=.7/

Username This should be the user’s email address

Password This will bea randomly generated string which can be changed now
or later either by yourself (Section 6.2.2) or the user you are
adding (Section 7).

Role The role of the new user (defaults to Site User). See Section 4 -
Roles for more information.

Valid ip/ You may chooseto restrictaccess to certain IP addresses or reduce

network(s) the access privileges given to a user when they connect from a
different network. Multiple IP addresses should be separated by
either a semicolon (;) or a comma (,). Ranges of IPs may be
specified by using a netmask in the format 1.2.3.4/8.

Role if Ifa user connects from an IP address outside the range(s) specified

invalid IP then their access can be reduced or prevented. Select "Prevent
login" to disable access or choose a role with lower privileges. See
Section 4 - Roles for more information.
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Allocating Usernames

In the bottom section in the Manage Users tab you can allocate sub-users to the new user.

Manage Sites

Search for usernames n
€«
B8

Available Usernames B Allocated Usernames

liveZsite@securetrading.com = No allocated users

Usernames are displayed in two columns. On the left is a list of the users which you have
permission to allocate (i.e. your sub-users) and on the right is a list of the users being
allocated to the new user (i.e. their sub-users).

To allocate a username to the new user, click on the required username. The selected
username will move from the Available to the Allocated column.

If you have many sub-users you can search for the one you require by entering all or part of
the username in the Search for usernames box and clicking search.

To remove a username from the Allocated column click on the required username. The
selected username will move from the Allocated column back to the Available column.

Allocating Sitereferences

Sitereferences are allocated in the same way as usernames.

Search for sitereferences ﬂ
@
8 B8

Available Sitereferences Allocated Sitereferences

live2 =4 Mo allocated sites

In the Manage Sites tab sitereferences are displayed in two columns. On theleftis a list of
the sitereferences which you have permission to allocate. On the right is a list of the
sitereferences the new user will have access to.

If you have many sitereferences you can search for the one you require by entering all or
part of the sitereference in the Search for sitereferences box and clicking search.

To remove a sitereference from the Allocated column click the required sitereference. The
selected sitereference will move from the Allocated column back to the Available column.

To allocate a sitereference to the new user, click on the required sitereference. The selected
sitereference will move from the Available to the Allocated column.

ﬁ Any changes you make will not be saved until you click the save button.
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Once you have finished entering the details click save to create the user. If any of the values
entered are invalid then a warning message will be displayed and theinvalid fields will be
highlighted in red.

Once all of the required fields have been completed correctly a successful save message will

be displayed, the new user will be created and you will be redirected to the Edit User page
(6.2.2) where you can make further changes to the newly added user if required.
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6 User Details

From the User Details pageyou can:

=  View your user details

=  See which users and sitereferences are allocated to you
= View, editand delete your sub-users and their privileges
= View more information onyour sitereferences

View User Details

VIEW USER DETAILS

User Details

Username live2@securetrading.com ﬂ
Last logged in 2012-09-18 13:02:16

Last logged in IP 10.3.16.11

Role Site Admin ﬂ

valid ip/network(s) 10.0.0.0/8 n

Role if invalid IP site User 3

Search for usernames Search ﬂ

Usernames Role Last Login Last IP ﬂ ﬂ ﬂ
live2site@securetrading.com Site User 2009-01-01 00:00:00 view edit delete

6.1 Your User Details

The top section of the View User Details screen displays your user details:

Username Your username

Password The date and time you last logged in

Role Your assigned role. See Section 4 Roles for more information.
Valid ip/ You may be restricted access to certain IP addresses or have
network(s) reduced access privileges when you connect from a different

network. MultipleIP addresses areseparated by either a semicolon
(;) ora comma (,). Ranges of IPs arebe specified by usinga netmask
in the format 1.2.3.4/8.

Role if If you connect from an IP address outside the range(s) specified
invalid IP then your access can be reduced or prevented. See Section 4 -
Roles for more information.

The lower section contains two tabs:
=  Manage Users —a list of your sub-users

= ManageSSites —a listof the sitereferences you have permissiontoaccess and allocateto
your sub-users.

6.2 Managing your Users

Your role defines which actions you can perform on your sub-users. Please see the Manage
Users section (4 Roles) for more information.
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6.2.1

6.2.2

6.2.3

View a user

When you click on view for one of your sub-users the User Details screen will now display
their details including their sub-users (in the Manage Users tab) and the sitereferences they
have access to (in the Manage Sites tab).

If you have many sub-users you can search for the one you require by entering all or part of
the username in the Search for usernames box and clicking search.

You can edit the user you are currently viewing by clicking the edit link next to the username.

Edit a user

The edit option allows you to:
=  Change the password of one of your sub-users
=  Change which users are allocated to your sub-users

= Change which sitereferences are allocated to your sub-users

When you click on edit for one of your sub-users you will see a screen similar to the below.

Edit User Details

Username live2site@securetrading.com ﬂ Password policy
SEEaEi n Passwords must have the following features:
Last logged in 2009-01-01 00:00:00 o A length between 8-50 characters.
Last logged in IP o Contain a minimum of three of the following:
Role Site User -8 = UPPERCASE letters: A-Z
valid ip/network(s) 10.0.0.0/8:192.00.10 n » lowercase letters: a-z
le if invalid = numbers: 0-9
Role if invahd 18 Pravent Login -8 » symbols: ~" 1@#$%~&*()_—+={[}]l:;"<,>.7/

Search for sitereferences ﬂ
@«

Available Sitereferences ﬂ Allocated Sitereferences ﬂ

livez =5 livez *

In the top User Details section you can change the password of the currently selected user.

Allocating Usernames

In the bottom section, in the Manage Users tab, you can change the sub-users of the
currently selected user in the same way as when adding a new username (Section 5.1.2
Allocating Usernames)
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6.2.4  Allocating Sitereferences

In the Manage Sites tab, you can change which sitereferences the currently selected user has

access to in the same way as when adding a new username (Section 5.1.3 Allocating
Sitereferences).

Any changes you make will not be saved until you click the save
button.

An example screen of a successfully edited user is shown below.

Edit User Details

u Saved

EDIT USER DETAILS
User Details

Username live2site@securetrading.com ﬂ Password policy
FEEEINITL n Passwords must have the following features:
Last logged in 2009-01-01 00:00:00 o A length between 8-50 characters.
Last logged in IP o Contain a minimum of three of the following:
Role Site User - n m |JPPERCASE letters: A-Z
valid ip/network(s) 1000081920010 B f lowercase lefters: a2
— s = numbers: 0-9
Role if invalid IP PreventLogin h n m symbols: ~  1@#3% & ()_-+={[3]1:;""<.=.%/

Search for sitereferences ﬂ
¢«
a

Available Sitereferences Allocated Sitereferences ﬂ

live2 =5 live2 ®

6.2.5 Delete a user

A user can be deleted by clicking on its associated delete link on the main View User Details
screen.

6.3 Managing your Sites

The Manage Sites tab contains a list of the sitereference that you have permission to access.
If you have many sitereferences you can search for the one you require by entering all or
part of the sitereference in the Search for sitereference box and clicking search.
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View User Details

VIEW USER DETAILS

User Details

Username live2@securetrading.com ﬂ
Last logged in 2012-10-02 15:07:50

Last logged in IP 10.3.16.11

Role Site Admin ﬂ

valid ip/network(s) 10.0.0.0/8 ﬂ

Role if invalid IP site User

Search for sitereferences Search ﬂ

SiteReferences ﬂ

live2 view

Click view for more information about a sitereference. You will then see a screen similar the
below.

View Site Details

VIEW SITE DETAILS

SiteReference ivez B
Live Status 1 - Live
Site status ENABLED

Search for a different SiteReference B

Options

View all additional info &

Acquirer Account Currency Payment Type
AIB ECCM EUR DELTA
AIB ECCM uso DELTA
AlB CFT GEFP MASTERCARD
AIB ECOM GEF MASTERCARD

The card types and currencies that you are able to process will be displayed under four
headings:

Acquirer The name of the acquiringbankthatyou are ableto process this card
type and currency through.

Account Type The type of account this card type can be processed through. These
include Ecom (Ecommerce/Internet Transactions),and MOTO (Mail
Order Telephone Order Transactions). For more information on the
type of transactions you can process, please contactour support team
(see 13.1 SecureTrading Support).

Currency The currencyyou areableto process the card type through.

Payment Type The cardtype you are ableto process.
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Additional information on the sitereference can be viewed by clicking on the General and
Fraud tabs.

If you would like to view information for a different sitereference select the Search for a
different SiteReference linkto reveal a search box. You canthen click searchto see a listofall
of your sitereferences or search for the one you require by entering all or part of the
sitereference in the search box. You can then select the relevant view link to see information
on the required sitereference.
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7 Change Password

To change the password you use to log into MyST simply click on the Change password link
either in the left hand menu or under the My Account section in the footer. You will be
presented with a new screen where you should enter your current password, your new
password, confirm your new password and then click on the Save button.

Change My Password

Current Password n Password policy

Passwords must have the following features:
New Password a o A length between 8-50 characters.
n o Contain a minimum of three of the following:
s UUPPERCASE letters: A-Z
» |owercase letters: a-z

s numbers: 0-9
n symbols: ~" 1@#$%&*()_-+={[F]]:;""<,=.7/

Confirm New Password

If the current password is incorrect or the new passwords don’t match then an error
message will be displayed. Otherwise a successful save message will be displayed and your
password will have been changed.

7.1 Password Considerations

=  Change your password every 90 days.

=  Passwords should not be sent via any form of electronic communication.

= Usea different password each time you change your password.

=  Never reveal your password to anyone.

=  Passwords should be atleast 7 characters long.

=  Passwords should contain a minimum of three of the following groups of characters
—  UPPERCASE letters: A-Z
— lowercase letters: a-z
— numbers: 0-9
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8 My Transactions

8.1 Search

The Transaction Search area allows you to view and manage your transactions. This section
of the document covers how to use the Transaction Search area, including:

Searching for a transaction — Covered are how to perform a search setting only the site
reference and date range, also different options on how to make your search more
specific and how to add/remove fields that are returned in the results.

Search Results — How the search results are displayed on screen and how to sort them.
Also covered are how to display more transactions, how to navigate through the results
and where you can view keys that explain the different values returned by the search.
Single Transaction View —The single transaction view allows you to view all details for a
single transaction, including viewing all related transactions.

=  Actions available — How to Re-auth, refund or update a transaction.

8.1.1  Searching for a transaction
8.1.1.1 Setting the Site Reference and Date Range

Step 1: Select a Site Reference

The first step of performing a search is selecting a Site Reference.
SiteReferences

any3 -

Multiple site references can be selected by clicking on the site reference dropdown, and
checking the sites that you have access to:

SiteReferences

»

an',r3

[C] diagnostics20000
[Cl fraudscores
[Clidchecks

A ‘_

m

Step 2: Setting the date range and Pre-defined search

You can select one of the Pre-defined search which will set the filters and fields for you.

Pre-defined searches

-]

Authaorisations
Settled transactions
Active cardstores
Active subscriptions

A date range must be specified for the search. By default, the date range will be set for all
transactions for the current day.

Date type determines if to base the search on the authorisation date or settlement date.
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Step 3: Press Search!
Once you are happy with the site references and date ranges, press the Search button.

The search results can be displayed on screen or CSV by selecting the Output.

8.1.1.2 Search Options

You can make your search more specific and add/remove fields that are returned in the
results.

ﬁ Please note the site reference and date ranges must be set for each search.

Search Criteria

Setting the Search Criteria allows you to be more specific with your search. By default, the
field values areblank, this way all detailsare searched for and no constraintis placed on the
search.

Transaction reference

Card number

Order reference is
First name is
Last name s

Billing postcode is

B B = ] ]

Billing email is

The Transaction Reference must match the full transaction reference, no partial matches are
returned. A unique transaction reference is generated by SecureTrading for each request.

The Card Number field must match the full card number used. Spaces can be included and
will not affect the search, so both “4111111111111111” and “4111 1111 1111 1111” will
return the same result.

Please note to search on the card number, you must be in possession of the
whole card number.

Other fields under the Search Criteria tab allow for full and partial matches.

=  Full Match —The single transaction view allows you to view all details for a single
transaction, including viewing all related transactions.

= Partial Match — If you select “is like” from the dropdown next to a field name, and input
the first five (or more) characters followed by a “%”, the search results will return any
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record that begins with that value in the selected field. For example, the below would
search for all Last name values that begin with “Lastn”:

Last name

is like

This would return:

Display transactions

E Lastn%

SEARCH: 2000-09-20 00:00

O

Transaction ref Account
[l 50-2-6 ECOM
[l 50-2-2 ECOM
Filters

Filter your search criteria using the checkboxes

Acquirers
ALL
ALB
AMEX
ASTROPAY

Payment types
ALL

ACH

AMEX
ASTROPAYCARD
Actives

ALL

1- Active

0 - Inactive

2 - Pending

For example, selecting USD in the “Currencies”

| »

| v

processed in USD.

Currencies

== es

O 1y
O e
[ sex
usD

Fields

Accounts
ALL
CARDSTORE
CFT
ECOM

Settle statuses

ALL

0 - Pending settlement
1 - Manual settlement
2 - Suspended

3-D enrolled

ALL

¥

N

U

[

1

Request Payment
AUTH DELTA
AUTH VISA

e

>

|

mn

displayed under the Filters heading.

Requests
ALL
AUTH
FRAUDSCORE
FRAUDSCREENING

Error codes

ALL

0-o0ok

70000 - Decline

Shield status codes
ALL

ACCEPT

DENY
CHALLENGE

Billing name

Firstnamet Lastnames

Lastname

| »

lL.m

Currencies
ALL
AUD
CAD
DKK

Live/Test
ALL

1 - Live
0 - Test

o,

The fields tab allows you to specify the fields that are returned by the Search Results.
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Billing details Transaction details Account details Subscription details
Billing name il Payment type il Account ] Subscription begin date

] Billing house name/no. E| Timestamp 4 Request | Subscription frequency
= Billing street | Currency [ sitereference = Subscription number
= Billing town a Authorised amount a = Subscription type
DCC details Delivery details Security details
[ oec currency = Delivery name il = Security response
D DCC amount D Delivery house name/no. E| D Shield status code

] Delivery street N [ Fraud rating

] Delivery town '_

Please note the options you have selected will be retained on screen, so
you can easily modify your search.

8.1.2 Search Results

If you have selected the “Output” as “On Screen”, the Search Results are displayed below the
search options.

Search:

] Transaction Account Request Payment Billing name Timestamp Curr Amount Settle Status Error
ref v amount code
| 50-57-1 ECOM AUTH VISA 2012-01-01 uso $100.00 $90.00 3 o
01:01:02
D 50-58-2 THIRDMAN FRAUDSCREENING VISA GBP £10.00 o o
B 50-58-1 THIRDMAN FRAUDSCREENING VISA 2011-01-01 GBP £10.00 100 o
00:00:01
] 50-33-1 ECOM AUTH VISA 2010-02-02 uso $60.00 $10.01 0 0
01:01:08
D 51-28-10 ECOM AUTH VISA 2010-01-01 EUR €95.99 €59.99 100 o
03:01:02
{l 51-32-9 ECOM ORDERDETAILS PAYPAL PAYPALName 2009-01-01 GBP £10.03 £10.03 0 o
00:00:00
] 51-32-8 ECOM ORDER PAYPAL 2009-01-01 GBP £10.03 £10.03 0 0
00:00:00
D 51-32-7 ECOM AUTH PAYPAL PAYPALName %gﬂgéﬂnln'ﬂl GBP £10.04 £10.04 o o
[ 51-32-6 ECOM ORDERDETAILS PAYPAL PAYPALName 2009-01-01 GBP £10.03 £10.03 0 o
00: 0o
] 51-32-5 ECOM AUTH PAYPAL PAYPALName 2009-01-01 GBP £10.03 £10.03 0 0
00:00:00
D 51-32-4 ECOM ORDERDETAILS PAYPAL PAYPALName 2009-01-01 GBP £10.03 £10.03 o o
00:00:00
() 51-32-3 ECOM ORDER PAYPAL 2009-01-01 GBP £10.03 £10.03 0 o
00:00:00
] 51-32-21 ECOM AUTH PAYPAL PAYPALName GBP £10.03 £10.03 0 0
(] 51-32-20 ECOM ORDERDETAILS PAYPAL PAYPALName 5800960010'01 GBP £10.03 £10.03 0 o
] 51-32-2 ECOM ORDER PAYPAL 2009-01-01 GBP £10.01 £10.01 0 o
00:00:00
(] 51-32-19 ECOM ORDER PAYPAL 2009-01-01 GBP £10.00 £10.00 0 0
00:00:00
[ 51-32-18 CFT REFUND PAYPAL PAYPALName EgUngéUnln'Ul GBP £10.03 £10.03 0 70000
() 51-32-17 CFT REFUND PAYPAL PAYPALName 2009-01-01 GBP £10.03 £10.03 100 o
00:00:00
=] 51-32-16 CFT REFUND PAYPAL PAYPALName 2009-01-01 GBP £10.03 £10.03 10 0
00:00:00
(] 51-32-15 CFT REFUND PAYPAL PAYPALName 58090 01601 GBP £10.03 £10.03 10 o
[ Re-Auth | [ Refund | [ update | [ RiskDecision

Shawing 1 to 20 of 108 entries

8.1.2.1 Status Key

Status keys aredisplayed belowthe Search Results and contain explanations for the different
values returned by the search.
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STATUS KEYS

Settlement status key codes Security response codes: Three digits (Security

Fraud rating letter codes
code, Postcode, House number)

0 - Pending settlement

0 - Not Given - Unusual customer activity

1 - Manual settlement 1 - Not Checked - Customer email used with different cards

2 - Suspended 2 - Matched - Customer email/card previously detected as fraudulent
3 - Cancelled 4 - Not Matched - Several issue numbers used for card

10 - Settling 8 - Partial Match - Customer name used with different cards

100 - Settled

- Security code did not match
- Customer name contains unexpected characters

c
E
G
I
N
P - Posteode did not match
s
\
X - Several expiry dates used for card

8.1.2.2 Navigating the Results - Pagination

To change the number of transactions displayed per page in the results, select the drop down
on the top-left corner of the Search results.

il

50-58-2 THIRD

Use the buttons at the bottom of the results to navigate between pages.

First Previous 1 2 3 4 5 Next Last

8.1.2.3 Further Searching

This can be used to search the Search results.

Search: Fil

For example, ifyou typed “Fir” as is shown above, the table will display all records that have
“Fir”in a field.

Search: Fif

SEARCH: 2000-09-20 00:00 TO 2012-09-20 23:59

D Trfansactinn Account Request Payment
rel

Billing Timestamp Curr Amount Settle Status Error
name v amount code
D 51-54-1 ECOM AUTH VISA First 2009-01-01 Py ¥1000 ¥1000 0 o
00:00:00
[F] S0-2-6 ECOM AUTH DELTA Firstname&é  2008-01-01 GBP £70.00 £69.95 100 0
Lastnameg  01:01:08
[ Re-Auth ] [ Refund ] [ Update ] [ Risk Decision ]

8.1.2.4 Sorting the results
By default, the Search Results are sorted by the “Timestamp” field.

Click on a column heading to sort the results. For example, click on the “Amount” heading
will sort the transactions by the Amount.
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Timestamp Curr Amount Settle Status
¥ amount

2008-01-22 GEP £123456.78 £123456.78 0
01:01:02

2008-01-01 JPY ¥10000 ¥9000 100
01:01:02

2008-01-01 JPY ¥10000 ¥5000 100
01:01:02

2009-01-01 IPY ¥1000 ¥1000 100
00:00:00

2009-01-01 JPY ¥1000 ¥1000 100
00:00:00

2009-01-01 JPY ¥1000 ¥1000 1]
00:00:00

2009-01-01 JPY ¥200 ¥2000 a
00:00:00

2008-01-01 usp $200.00 $200.00 100
01:01:02

2008-01-01 uso $200.00 $200.00 a
01:01:02

8.1.2.5 Icons

Icons can be displayed next to each transaction by clicking on the checkbox on the top left of
the transaction results.

Usingthe icons will provide you with an at-a-glance representation of the different states for
your transactions.

Click here to view icons

Search:
[l\Ep\avtranEa\:t\DnE SEARCH: 2000-09-24 00:00 TO 2012-09-24 23:59
Transaction ref ~ Account = Request Payment Billing name Timestamp vy Curr  Amount  Settleamount | Status  Error code
2 0 13-2-81002 ECOM AUTH VISA 2012-08-20 15:15:47 GBP £33.66 £33.66 0 0
® O sos1 Ecom AUTH visa 2012-01-0101:01:02 USD  $100.00  $90.00 E] 0
¢ B 50-58-2 THIRDMAN FRAUDSCREENING VISA 2011-02-02 00:00:01 GBP £10.00 0 0
¢ 0 50-58-1 THIRDMAN FRAUDSCREENING VISA 2011-01-01 00:00:01 GBP £10.00 100 0
g 0 50-33-1 ECOM AUTH VISA 2010-02-02 01:01:08 USD $60.00 $10.01 0 0
¥ [ 51-28-10 ECOM AUTH VISA 2010-01-01 03:01:02 EUR €99.99 €99.99 100 0
4 D 51-32-5 ECOM AUTH PAYPAL PAYPALName 2009-01-01 00:00:00 GBP £10.03 £10.03 0 0
e O 51-32-4 ECOM ORDERDETAILS PAYPAL PAYPALName 2009-01-01 00:00:00 GBP £10.03 £10.03 0 0
2 0 51-32-21 ECOM AUTH PAYPAL PAYPALName 2009-01-01 00:00:00 GBP £10.03 £10.03 0 0
® O st Ecom ORDERDETAILS ~ PAYPAL PAYPALName 2009-01-01 00:00:00 GBP  £10.03 £10.03 0 0
e 0 51-32-2 ECOM ORDER PAYPAL 2009-01-01 00:00:00 GBP £10.01 £10.01 0 0
@0 51-32-19 ECOM ORDER PAYPAL 2009-01-01 00:00:00 GBP £10.00 £10.00 0 0
s B 51-32-18 CFT REFUND PAYPAL PAYPALName 2009-01-01 00:00:00 GBP £10.03 £10.03 0 70000
¥ [ 51-32-17 CFT REFUND PAYPAL PAYPALName 2009-01-01 00:00:00 GBP £10.03 £10.03 100 0
g O 51-32-16 CFT REFUND PAYPAL PAYPALName 2009-01-01 00:00:00 GBP £10.03 £10.03 10 0
2 O 51-32-15 CFT REFUND PAYPAL PAYPALName 2009-01-01 00:00:00 GBP £10.03 £10.03 10 0
2 O 51-32-14 CFT REFUND PAYPAL PAYPALName 2009-01-01 00:00:00 GBP £10.03 £10.03 10 0
@ [ 51913 ecom AUTH PAYPAL PAYPALName 2003-01-01 00:00:00 GBP  £10.03 £10.03 100 0
e 0 51-32-12 ECOM ORDERDETAILS PAYPAL PAYPALName 2009-01-01 00:00:00 GBP £10.03 £10.03 0 0
@0 51-32-11 ECOM ORDER PAYPAL 2009-01-01 00:00:00 GBP £10.00 £10.00 0 0
[ Re-Auth | [ Refund | [ update | [ Risk Decision

Showing 1 to 20 of 83 entries

First| Previous [4] 2| 3 4 |5/ Next Last

A key corresponding to each icon is displayed on the bottom of the page.

ICON KEYS

R — \_;’Settled ﬁfailad L!Jsuspendad SPam:iing settlement
Check DSuccassv’ul uError tJWarrur\g

Subscription wCurrently active wicompleted wlnactive Eccumant\\,( pending
[ gSuccsssful @ Warning

8.1.2.6 Selecting transactions

Under Searchresults, you canselect multipletransactions by clicking on the checkbox next to
each transaction. The example below shows four transactions that have been selected.
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Search results

Search:
[hsplavm s SEARCH: 2000-01-01 00:00 TO 2012-09-20 23:59
] Transaction Account Request Payment Billing Timestamp curr Amount Settle Status Error
ref name v amount code
=] 50-57-1 ECOM AUTH VISA 2012-01-01 usop $100.00 $90.00 3 4]
01:01:02
] 50-58-2 THIRDMAN FRAUDSCREENING VISA 2011-02-02 GBP £10.00 1] 0
00:00:01
|:| 50-58-1 THIRDMAN FRAUDSCREENING VISA 2011-01-01 GBP £10.00 100 0
00:00:01
50-33-1 ECOM AUTH VISA 2010-02-02 uso $60.00 $10.01 0 0
01:01:08
51-28-10 ECOM AUTH VISA 2010-01-01 EUR €99.99 €99.99 100 0
03:01:02
] 51-32-9 ECOM ORDERDETAILS PAYPAL PAYPALName 2009-01-01 GBP £10.03 £10.03 '] 0
00:00:00
] 51-32-8 ECOM ORDER PAYPAL 2008-01-01 GBP £10.03 £10.03 1] 0
00:00:00
= 51-32-7 ECOM AUTH PAYPAL PAYPALName 2005-01-01 GBP £10.04 £10.04 0 0
00:00:00
H 51-32-6 ECOM ORDERDETAILS PAYPAL PAYPALName 200S-01-01 GBP £10.03 £10.03 0 4]
00:00:00
51-32-5 ECOM AUTH PAYPAL PAYPALName 2005-01-01 GBP £10.03 £10.03 0 0
00:00:00
] 51-32-4 ECOM ORDERDETAILS PAYPAL PAYPALName %gﬂ 0010-01 GBP £10.03 £10.03 1] 0
|:| 51-32-3 ECOM ORDER PAYPAL 2005-01-01 GBP £10.03 £10.03 0 0
00:00:00
51-32-21 ECOM AUTH PAYPAL PAYPALName 200$-01-01 GBP £10.03 £10.03 0 0
00:00:00
] 51-32-20 ECOM ORDERDETAILS PAYPAL PAYPALName %80360&601 GBP £10.03 £10.03 '] 0
] 51-32-2 ECOM ORDER PAYPAL GBP £10.01 £10.01 0 0
& 51-32-19 ECOM ORDER PAYPAL 2008-01-01 GBP £10.00 £10.00 1] 0
00:00:00
H 51-32-18 CFT REFUND PAYPAL PAYPALName %guc?ﬁuulﬁ01 GBP £10.03 £10.03 0 70000
E 51-32-17 CFT REFUND PAYPAL PAYPALName 2005-01-01 GBP £10.03 £10.03 100 0
00:00:00
E 51-32-16 CFT REFUND PAYPAL PAYPALName 200S-01-01 GBP £10.03 £10.03 10 4]
00:00:00
|:| 51-32-15 CFT REFUND PAYPAL PAYPALName 200S-01-01 GBP £10.03 £10.03 10 0
00:00:00
[ Re-Auth | [ Refund | [ update | [ Risk Decision

Showing 1 to 20 of 108 entries

You can the perform actions on the selected transactions by clicking on one of the buttons
on the bottom of the page.

[ Re-Auth ] [ Refund ] [ Update ]

For more information on the actions available, see 8.1.4 Actions available on page 25.

8.1.2.7 Viewing transaction details

8.13

Clickinga Transactionreference inthe Search Results will display theSingle Transaction View
which displays all details regarding a transaction.

Single Transaction View

The Single Transaction View screen displays details relating to the selected transaction.

The Summary table at the top of the page displays general details regarding the transaction
you have selected.

The transaction details can be printed in a print-friendly format.

My Transaction: 50-28-5 Print

SiteReference live2

Live status 1-Live

Request AUTH

Timestamp 2008-01-01 03:01:02
Error code 0- 0k

Below the Summary table you can either view the Transaction detailsor related transactions.
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8.1.3.1 Transaction details

The Transaction details tab displays all details for the selected transaction.

Transaction Details

Transaction reference  50-28-5 Parent

Account ECOM Authorised amount £33.66
Currency GBP Auth Code ELAVON
Acquirer response Customer IP

Fraud rating -1 (Not checked)

Order reference normall settled ecom auth

Payment Details

Payment type VISA Expiry date 10/2028
Card number 411111 1##£££21111 Issuer
Issuer country

Settlement Details

Settle status 100 - Settled Settle amount £33.60
Settled Date/Time 2008-01-01 23:01:49 Last altered by

Security Response

Security code Not Checked House no. Mot Checked
Postcode Not Checked

Billing Details

Title Billing house name/no.
First name Billing street

Middle name Billing town

Last name Billing county

Billing email Billing country
Telephone Billing postcode

Delivery Details

Title Delivery house
name/no.
First name Delivery street
Middle name Delivery town
Last name Delivery county
Delivery email Delivery country
Telephone Delivery postcode
[ Re-Auth | [ Refund | [ Risk Decision |

You can perform actions onyour transactions by clicking on one of the buttons at the bottom
of the page.

| Re-Auth | | Refund | | update |

For more information on the actions available, see 8.1.4 Actions available on page 25.

8.1.3.2 Related transactions

The Related transactionstab provides a listofall parentand child transactions that relate to

the selected transaction. For example, any Refunds or Re-Auths linked to the transaction
would be displayed.

Display 20 ~ transactions Search:

RELATED

Transaction ref Account ~ Request  Payment  Curr Amount

Error Status Bill name Timestamp

code
50-28-5 ECOM AUTH VISA GBP. £33.66 0-0k 100 - Settled 2008-01-01 03:01:02
51-28-1 ECOM REFUND VISA GBP £33.66 0-0k 100 - Settled 2008-01-01 05:01:02
51-28-2 ECOM REFUND VISA GBP £12.34 70000 - Decline 0 - Pending settlement 2008-01-01 05:01:02

13-2-81002 ECOM AUTH VISA GBP £33.66 0-0k 0 - Pending settlement

2012-09-20 15:15:47
Showing 1 te 4 of 4 entries

First Previous |1 Next Last
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8.14  Actions available

On either the Search Results or Single Transaction View screen, you can perform one of the
actions below.

Please note the actions that can be performed are dependent on the state
of the transaction selected. For example, you cannot refund a transaction
that has not settled.

8.1.4.1 Re-Auth
A Re-Auth is where you can process a new authorisation against the customer’s card.

Re-Auth Transactions

Summary Total Options

Allowed Re-Auths: 1 View additional info: |,
Disallowed Re-Auths: 0

RE-AUTH TRANSACTIONS

Parent Bill name Payment Curr Amount Account

50-28-5 VISA GEFP 1366 ECOM ~

SiteReference  live2
Parent request AUTH
Card number  411111##££££1111

Expiry date 102028
Security code

Billing email
Order reference o rmali setled ecom auth

Re-Auth

On this screen you can change the expiry date and also set a different amount than the
original transaction.

As the Security Code is not saved in SecureTrading’s system, you will need to input the
details again, or the card will not pass the Security Code check.

8.1.4.2 Refund
You can process a full or partial refund for a settled transaction through MyST.

Refund Transactions

Summary Total Options

Allowed Refunds: 1 View additional info: |7
Disallowed Refunds: 0

REFUND TRANSACTIONS

Parent Bill name Payment Curr Amount Account
2 50-28-5 VISA GBP 3366 ECOM -
SiteReference  live2

Parent request  AUTH
Card number  411111###2##1111

Expiry date 10/2028

Billing email

Order reference  nomalt settled ecom auth

Refund
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Please note if you wished to update the expiry date for a refund, you will
need to click on the "View additional info” link to display the field.

8.1.4.3 Update

You can update the status of a transaction using the Update option. The transaction can be
suspended and set to settle at a future date.

Please note any transactions that have not settled after a certain period
following the authorisation are set as cancelled by the system as the
authorisation code is no longer valid. This is usually after 7 days, but can
vary depending on your acquirer.

You can update the amount for a transaction, as long as itis either equal to or less than the
amount authorised.

Update Transactions

Summary Total Options:
Allowed Updates: 1 View additional info: |
Disallowed Updates: 0 .
Update all to: 0-Pending setlement +
UPDATE TRANSACTIONS
Transaction ref Request Bill name Payment Curr Settle amount  Settle due date  Status
F. 13-2-81002 AUTH VISA GBP 3366 2012-09-20 [#  0-Pending setlement
SiteReference livez
Account ECOM
Card number 411111######1111
Expiry date 10/2028
8illing email
Order reference normall settled ecom auth
Update

8.2 Reporting

The reporting tab allows you to analyse the requests processed through your account. You
can view totals for transaction amounts and number of requests across date ranges for one

or more site reference.

8.2.1 Generating a report

8.2.1.1 Setting the Site reference, date range and summary type

Select a Site Reference
Set the site you wish to generate a report for by setting the SiteReferences dropdown.

SiteReferences

any3 -

Multiple site references can be selected by clicking on the site reference dropdown, and
checking the sites that you have access to:
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SiteReferences

| »

A

anv3

[ diagnostics20000
[Cl fraudscores
[idchecks

m

Pre-defined reports

You canselect one of the Pre-defined reports which will set the filters and groupings for you.
Pre-defined reports

Daily setlement |L]

Daily authorisations

setlement

Authorisation reconciliation
Settlerment reconciliation
Cardstore summary

Setting the date range

A date range must be specified for each report. By default, the date range will be set for all
transactions for the current month.

Summary type

Summary type determines if a reportis to be generated.

8.2.1.2 Filters

Filter your search criteria using the checkboxes displayed under the Filters heading.

Acquirers. Accounts Requests Currencies

ALL o ALL = Oan Il ALL il
AlB 4 CARDSTORE = AUTH U AUD =
AMEX CFT O Fraupscore CAD

ASTROPAY i ECOM _ [ rraupscreening Il DKK i
Payment types Settle statuses Error codes Live/Test

ALL ol B YT = Oan ALL

ACH 4 Fo- Pending settlement |ﬂ 0- 0ok 1 - Live

AMEX [0 1 - manual settlement [T 70000 - Decline 0 - Test

ASTROPAYCARD _ [0 z- suspended i

Actives 3-D enrolled Shield status codes

ALL ALL - ALL d

1- Active Y L ACCEPT L

0 - Inactive N T DENY 1

2 - Pending u CHALLENGE

For example, selecting USD in the “Currencies” field will return only transactions that were
processed in USD.

Currencies

== es

O apy
[ Lr
[ sex
usD

1 [
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8.2.1.3 Grouping

e
securetrading

8.2.2

You can set how the data in your reports are grouped together using the checkboxes
provided.

Day

D SiteRaference
Currency
Fequest

D Account

D Payment type
|:| Error code

D Settle status
D Live status
D Active

D 2-D Secure enrolled

|:| Shield status code

For the above report, transactions would be grouped by Day, then Currency, then the
Request type.

Report Format

The report format determines how to structure and display the report.

Report Format

Analysis l:]

Standard

8.2.2.1 Standard

Display Reportin standard SecureTrading format.

8.2.2.2 Analysis

8.2.3

Display a pre-set report format for transaction analysis.

Report Results

8.2.3.1 Navigating the Results — Pagination

© SecureTrading Limited 2012

To change the number of transactions displayed per page in the results, select the drop down
on the top-left corner of the Search results.

Display il ﬂtrans.ar_'ticuns.

10
pay ‘20 irer Curt
150
2008-01-07 100 EUR
2008-01-0: All GEP
2008-01-01 A UsD

Use the buttons at the bottom of the results to navigate between pages.

First Previous 1 2 3 4 5 Next Last
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8.2.3.2 Further Searching
This can be used to search the report results.

Search: Barc|

For example, if you typed “Barc” as is shown above, the table will display all records that
have “Barc” in a field.

Search: Bard|

pisplay [ transactions REPORT

Day + Acquirer Curr Settled AUTH count Settled AUTH value Settled REFUND count Settled REFUND value Settled Net value
2008-01-01 BARCLAYS EUR 1 90.00 a ] 90.00

2008-01-01 BARCLAYS IPY 1 9000 0 o 9000

2008-01-01 BARCLAYS uso 1 200.00 o 0 200.00

Showing 1 te 3 of 3 entries (filtered from 21 total entries)

First Previous Next Last

8.2.3.3 Sorting the results
By default, the Search Results are sorted by the “Day” field.

Click on a column heading to sort the results. For example, click on the “Settled AUTH value”
heading will sort the transactions by that field.

Day Acquirer Curr Settled AUTH count Settled AUTH value *
2012-10-02 PAYPAL SERP 0 0
2008-01-02 STREAMLINE GEP 1 9.495
2008-01-01 AIB EUR 1 10.00
2008-01-01 AIB GEP 1 10.00
2003-01-01 AIB usoD 1 10.00
2009-01-02 PAYPAL GBP 2 20.06
2009-01-01 JETRAY usD 3 30.00
2008-01-01 IKANO GBP 1 40.00
2008-01-01 ELAVON EUR 1 44,99
2008-01-01 ELAVON GBP 2 46,00
2008-01-18 TEST GEP 1 59.99
2008-01-01 AMEX GEP 1 66.66
2008-01-01 BARCLAYS EUR 1 90.00
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The Notifications system enables HTTP Posts and e-mail notifications to be processed based
on the result of a transaction.

Notifications can be used in conjunction with any SecureTrading solution.

» Motifications

Clickingonthe link onthe left-hand side of the MyST screen will display the

main Notifications page.

Notifications

Standard Filter
SiteReference: live2 ~ B

Manage notification options | Add filter | Add destination

b A maximum of 5 notifications of each type can be sent per transaction.
If 3 URL notification fails all attempts the user who created the destination will receive an email containing the notification information.

Display 20 = notifications Search:
For: live2 Filters Destinations
For a transaction ~ send a notification to -
] For a transaction decline diners Auth Only mystt + send a netification to External Some Url mystroot@ ~ m Off
[7]  For a transaction Success auth for amex mystro ~ send a notification to Amex failover - m Off
[1  For a transaction Success auth for auth and refu * =end a notification to External Another 108 Url mystr « m Off
]  For 5 transaction Success auth for fraudscore m +  send s notification to External Some Url 109 mystrot + m Off

9.1 Selecting a Site Reference

Notifications can be managed for any Site Reference that you have privileges for.

To update to the correct Site Reference, you will need to click on the . Show search

button. You will then be displayed the following:

Notifications

Standard Filter
SiteReference: live2 - ﬂ

The Site Reference field contains a list of Site References allocated to the user. To change the
Site Reference, selectit from the drop-down and click search.

9.2 Add Filter

A filter defines the events under which a notification should be sent.

Notifications can be set up to be very specific. The example below is for a notification thatis
sent for successful authorisations for all payment types.
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To setup your filter, click on the Add filter

new filter” page will then be displayed.

Add new filter

button on the main Notifications page. The “Add

Description

Requests Payment types Error codes
B autH = |[EacH = |Ho-ok
[ClrrRAUDSCORE =l [ amex U [ 70000 - Decline
[l FRAUDSCREENING [l aAsTROPAYCARD

[Tl 1pPrREMIUMKYC [Coecta

=l =l

cance'

For the Description field, input a name for the filter. For the example, input Authorisation
Filter.

Description Authorisation Filted

The Request Type field can be for one or more types. For the example, select AUTH.

Requests

»

O autH

m

[ FrauDscorE
[Cl FrAUDSCREENING
[Cl 1pPREMIUMICYC

=

The Payment Type field can be for one or more types..

Payment types

[ acH o
[l amex -
[} asTROPAYCARD

[CoeLTa i
_

The Error code field allows setup of different notifications depending on the result of the
request. For the example, only successful authorisations areincluded, select 0 — Ok.

Error codes
o - ok
[T 70000 - Decline

Press once you are happy with the filter.
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Add new filter

o Filter has been added

Please click (the window will be refreshed so that the filter options are updated).

9.3 Add Destination

93.1

The Destination will receive a notification when the conditions in the Filter are met.

For the example setup in 9.2 Add Filter, the Destination is notified for each successful
authorisation for all payment types through the site reference selected.

In order to add a destination, click on the Add destination button on the main Notifications

page.

Description

Notification type url -
Process notification offine ﬂ
Destination

Security password

Security algorithm sha2h6

Fields

@ acquirerresponsecode

mE

[0 acquirerresponsemessage
| acquirertypedescription
[7] authcode

[C] baseamount

| billingcountryisc2a

| billingcounty

[T billingemail

[] hillinafiretnama

Custom fields

Additional Field

Remove Field

Cance'

The three types of Destination that can be setup are explained below.

HTTP Post

SecureTrading send a HTTP Post to a pre-defined URL within the Merchant’s system.

The post can be setup to include a number of fields.
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The example will setup a post to http://www.example.com/test.php, with SecureTrading
fields transactionreference, securityresponsesecuritycode,
errorcode and status beingposted, along with a custom field called £ieldl.

The Description Field is the name of the Destination. For the example input Success AUTH
POST.

Description Success AUTHPOST

For the Notification type, select url.

MNotification type url -

The Destination field is the URL that the system will POST to. For the example, input
http://www.example.com/test.php

Destination hitp:/fwww example.com/test php

Select fields by ticking the checkboxes in the list. For the example, click
errorcode transactionreference ) securityresponsesecuritycode 4nd status |

’

Fields
1 reguestreterence T
] requesttypedescription
[l securityresponseaddress
[ securityresponsepostcode
securityresponsesecuritycode
[0 settleduedate
[ settlestatus |

|

[ sitereference

status =

STPP allows Merchants to process their own custom field names through the system. They
canincludethese fields in the HTTP Post by inputting the field name in Custom Fields. For the
example, input “field1”.

Custom fields ﬁe|d1|

Additional Field

Remove Field

ﬁ Please note field names are case sensitive and spaces are not permitted.

Press once you are happy with the destination.
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0 Destination has been added

Flease click (the window will be refreshed =o that the destination options are updated).

9.3.2 Email Notification to the Merchant

SecureTrading send email notifications to the Merchant’s email address.

The example below will send an e-mail to test@example.com with the subject Successful
Authorisation from success @example.com.

In the Add new destination screen in the Description field, input Successful Merchant
Notification email.

Description Successful Merchant Motification email

In order to send an email, select email in the Notification type drop-down.
Notification type email -

In order to send emails to a Merchant, select merchant in the Email type drop-down.
Email type merchant -

The Email from field sets the address the email will be “From” when it’s received. For the
example, input success @example.com

Email from success@example.com

The Email subject will be the text in the subject field of the email. For the example, input
Successful Authorisation.

Email subject Successful Autharisation

Destination is the email address the email will be sent to. For the example, input
test@example.com

Destination test@example com

Press once you are happy with the destination.
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9.3.3

o Destination has been added

Flease click (the window will be refreshed =o that the destination options are updated).

Email Notification to the Customer

SecureTrading send email notifications to the Customer’s email address.

The example below will send an email to a customer with the subject Thank you for your
order from success @example.com.

In the Add new destination screen in the Description field, input Successful Customer
Notification email.

Description Successful Customer Notification email

In order to send an email, select email in the Notification type drop-down.

Motification type email -

In order to send emails to a Customer, select customer in the Email type drop-down.

Email type customer -

The Email from field sets the address the email will be “From” when it’s received. For the
example, input success @example.com

Ernail from success@example.com

The Email subject will be the text in the subject field of the email. For the example, input
Thank you for your order.

Email subject Thank you for your order

The Destination email cannot be setas it will be sent to the customers billing email address.

Dectination Emails will be =ent to the customers billing email address.

Press once you are happy with the destination.

Add new destination

o Destination has been added

Flease click (the window will be refreshed so that the destination options are updated).
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9.4 Assigning a Destination to a Filter

Inorder to complete the setup of a Notification, Filters and Destinations mustbe assigned on
the Main Notifications page.

Notifications

Standard Filter
SiteReference: live2 - B

Manage notification options | Add filter | Add destination

a A maximum of 5 notifications of each type can be sent per transaction.
If a URL notification fails all attempts the user who created the destination will receive an email containing the notification information.

Display 20 ~ notifications Search:
For: live2 Filters Destinations
For a transaction » send a notification to -
[F]  For a transaction decline diners Auth Only mystt + send a notification to External Some Url mystroot@ m Off
[  For a transaction Success auth for amex mystro = send a netification to Amex failover - m Off
[F]  For a transaction Success auth for auth and refu ~  send a notification to External Another 108 Url mystr + m Off
[[1  For a transaction Success auth for fraudscore w ~ send & notification to External Some Url 109 mystrot « m Off

The example will assign the “Authorisation Filter” (setup in 9.2 Add Filter on page 30) to the
“Successful AUTH Post” destination (setup in 9.3.1 HTTP Post on page 32).

On the Main authorisation page, the filter setup in 9.2 Add Filter on page 30 will now appear
under Filters.

Filters

Authorisation Filter |L]
Authorisation Filter
Select Authorisation Filter.

After selecting a filter, select a destination. The destinations setup in 9.3 Add Destination on
page 32 will appear under Destinations.

Destinations

Success AUTHPOST I~

Success AUTHPOST
Successful Merchant Notification email
Successful Customer Natification email

Select Success AUTH POST and press .

Once successfully saved, the Notification will show as Onin the Current Notifications Page.

CURRENT NOTIFICATIONS

For: live2 Filters Destinations
For a transaction ~ send a notification to -
[T] For a transaction Authorisation Filter ~ send a notification to Success AUTH POST - m Off
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9.5 Managing Notifications

Manage notification options

To update the Filters or Destinations, press the button on the

main notifications page.

Configuration

add new filter

CURRENT FILTERS

Description

[} Authorisation Filter edit

ﬁ Please note only Filters and Destinations added by the user are updatable.

Filters or Destinations can be deleted using this screen. Filters or Destinations with the
SecureTrading cog next to them cannot be deleted, as they are assigned to existing
Notifications.

Description

ﬁ-’:i- Authorisation Filter

In order to delete one of these Filters or Destinations, it will need to be removed from any
existing notifications.

To edit a Filter or Destination, click the “edit” link next to it.

CURRENT FILTERS

Description

a-‘:i\- Authorisation Filter edit

The options that are editable are the same as those set when adding a Filter or Destination.
For more information on these options, please see 9.2 Add Filter on page 30 or 9.3 Add
Destination on page 32.

9.6 Notifications—Important Notes

There are some notes to consider when configuring Notifications.
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9.6.1

9.6.2

9.6.3

9.6.4

Mandatory Fields

A number of fields can be sent when setting up destinations. The
notificationreference field will always beincluded.

HTTP Post

Please read the following before configuring your system to receive HTTP Posts.

The Merchant must configure their system to respond to a notification
“ with a response of "HTTP/1.1 200 OK". If they do not respond, the system
A will continue to send notifications for the transaction for a limited period.
— Each notification contains a unique reference which is called
notificationreference.

The Notification sent from SecureTrading will include a valid HTTP/1.1
ﬂ Content-type header which the Merchant must be able to accept. For
— example "Content-type: application/x-www-form-urlencoded;
charset=UTF-8".

The Merchant will need to cope with the possibility of the same
ﬂ notification being sent twice. This could happen if the notification was
- successfully received by the merchant but the response did not arrive at
SecureTrading’s server (in which case the system may re-try sending the
notification at a later date).

Notification URL using SSL

You can setup your system to receive URL Notifications using SSL. In order to do so, your
server must present a valid SSL certificate to the SecureTrading notifications client. Avalid
certificate contains the domain of the Notification URL in the common name of the
certificate.

If the certificate is not signed by a known certificate authority (for example Verisign), you
must inform SecureTrading (see 13.1 SecureTrading Support on page 44 ) of your public
certificate so we can authenticate correctly.

Maximum Number of Notifications

You can assign a maximum of 5 Notification URLs and 5 notification e-mails for each
transaction.
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10 File Manager

The File Manager allows Merchants to upload files to SecureTrading.

These files are used with the Payment Pages System and can include images, CSS and
JavaScriptfiles.

More information on using these files with your Payment Pages can be found in the Payment
Pages Setup guide (http://www.securetrading.com/support/downloads-stpp.html).

s i
Clickingon the link on the left-hand side of the MyST screen will display

the main File Manager page.

Site Reference
Search for and select
a Site Reference.

File Manager

Sites

ez ~ B [Semen]

[Fics foroer) . Hlelist
Fiename e Displays alist of files
[1 [L)onejs 1S 2012-00-07 13:38:54  0.04 Kb uploaded to

Uploader

Used to Upload files. —> Select Al esclect Al <«—SecureTrading for

the selected Site
Reference.
The User can also
delete and download

@ Aadfiles | @ Start upload 0% files.

Drag files here.

e to be uploaded
s may not appear

& Th of 1024kb.

4 Orly the following file extensions may be uploaded:
bme, css, gif, Jpeg, Jpa, Js, png, sva, tf, tif

10.1 Selecting a Site Reference

Files can be managed for any Site Reference that you have privileges for.

Standard Filter
SiteReference: live2 - ﬂ

To change the Site Reference, select it from the drop-down and click search.

10.2 Uploading afile

) Add files
Click the @ button in the Uploader section and select the files to upload.

© SecureTrading Limited 2012 31/10/2012 39 of 44


http://www.securetrading.com/support/downloads-stpp.html

di T3
My-ST User Guide securetrading

Filename Status

example.css 0% & -

imagel.jpg 0% &

test.js 0% &
0%

(@ Addfiles | @ Startupload

In this example, example.css, test.js and imagel.jpg have been selected and are ready to be

uploaded. To begin, click faiiinioad

Please note only certainfiletypes canbe uploaded. A listis available on the
File Manager Screen.

Once the files have been successfully uploaded, the Status column will be 100%.

Filename Status

F

100% &
100% @
©

100%

@ Addfiles | 4 Startupload | Uploaded 3/2 files

The list of files currently uploaded will be displayed on the right hand side of the screen in

the File List section.

Upload files for aledrobstpp29685 Files for aledrobstpp29665
[ Fiemame - [Tvve [Date Uploaded | sie |

Filename Status
] =| example.css C55  2012-01-27 12:27:00 0.00 Kb
[7] ® imagel.jpg  IPG  2012-01-27 12:27:06 5.94 Kb
I:‘ :] test.]s 15 2012-01-27 12:27:12 0.00 Kb
Select All / Deselect All ’ Delete ” Download
@ Addfiles | 4 Startupload 0%
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Please note It may take a few minutes for a file to be uploaded or deleted.
Therefore your changes may not appear immediately in the File List.

Please note there is no duplicate check for filenames. Uploaded files will
override existing ones with the same name.

10.3 Deleting and Downloading

Files can be deleted or downloaded from the File List section.

Once you have selected a Site Reference, uploaded files will appear on the right hand side of

the screen.

Upload files for aledrobstpp29685 Files for aledrobstpp29685
[ Fierame [Type |Dste Uploaded | sime |

Status

Filename
F |=| example.css CSS 2012-01-27 12:27:00 0.00 Kb
[C] W imagel.jpg IPG  2012-01-27 12:27:06 5.94 Kb
D :] test.js 15 2012-01-27 12:27:12 0.00 Kb
Select All / Daselect All [ Delete ” Download
@ Addfiles | @ Startupload 0%

To select, tick the checkbox next the filename, or use Select &l or Deselect All |

" [Fiename | Type | aie Uplonded |sies |

=| example.css CS5 2012-01-27 12:27:00 0.00 Kb

10.3.1 Deleting Files

) . Delete
Once you have completed your selection, click the button.

Please note It may take a few minutes for a file to be deleted. Therefore
your changes may not appear immediately in the File List.

10.3.2 Downloading Files

) ) Download
Once you have completed your selection, click the button.

The file(s) are downloaded in a zip file. You can edit the files and re-upload them with any

changes you make.
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11 Virtual Terminal

The virtual terminal can be used to process payments for customers who cannot pay online.
This area allows you to authorise a payment of any amount over the web and get immediate
authorisation from the bank.

In order to use the virtual terminal you will need a MOTO (Mail Order
ﬂ Telephone Order) merchant id. If you do not have one and would like to
— make use of this facility please contact our Support team — contact details
can be found in Section 13.1 SecureTrading Support.

11.1 How to use the virtual terminal

To access this facility you should click the Virtual Terminal link either in the left side menu or
under the Home section of the footer. This will display a screen similar to the below.

Virtual Terminal

MANUAL TRANSACTION

Site Reference: live2 ~ B

Transaction Details

Order Reference

Authorised Amount Currency GBP -
Settlement Date Settle status 0-Pending setflement
Payment Type VISA - Account MOTOD ~

Card Number

Expiry Date 0 o~ 2012 - Security Code

Where is the security code?

Title -
First Name

Middle Name

Last Name

Email

Telephone

Once you are happy with the information entered into the form, press the Process button
and the transaction will be processed. After a few seconds you will be presented with a
success or a failureresult. Asuccess result means thatthe card has been authorised. If the
result is a failure this means that the card payment has not been authorised and your
customer should arrange another way to pay.
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12 Logout

For security reasons itis important to log out of MyST when you have finished using it.

Pleasenote: the system will NOT automatically log you out after a period of
inactivity.

12.1 To Log out

To logout of MyST click on the logout option in the top right of the screen and select OK
when asked for confirmation. You will be returned to the login page and will have been
successfully logged out of MyST.
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13 Further Information and Support

This section provides useful information with regards to documentation and support for the
Merchant’s SecureTrading solution.

13.1 SecureTrading Support

Any questions regarding integration or maintenance of the system, please contact our
support team using one of the following methods.

Method Details

Phone +44 (0) 1248 672 050

Fax +44 (0) 1248 672 099

E-Mail support@securetrading.com

URL http://www.securetrading.com/support/support.html

13.2 SecureTrading Sales

If you do not have an account with SecureTrading, please contact our Sales team and they
will inform you of the benefits of a SecureTrading account.

Method Details

Phone 0800 028 9151

Phone (Int’l) +44 (0) 1248 672 070

Fax +44 (0) 1248 672 079

E-Mail sales@securetrading.com
URL http://www.securetrading.com

13.3 Useful Documents

Any other document regarding the STPP system can be found on SecureTrading’s website
(http://www.securetrading.com). Alternatively, please contact our support team as outlined
above.

13.4 Frequently Asked Questions

Please visit the FAQ section on our website (http://www.securetrading.com/support/faq).
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